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MacroHub¥x &3 i E+sma
HEs T

o WHESK
CPU: >= 4 core
Memory: >= 16GiB
Storage:

0S: >= 50GiB

/opt/wfc: >= 50GiB # work and database storage
/var/lib/docker: >= 50GiB

o R

Linux >= Ubuntu 22.04

JDK >= 1.8 (Recommended version 1.8) (FFOmada SDN Controller)
Omada SDN Controller > 5.15.6.7

docker >= 24.0.7, build 24.0.7-Oubuntu2~22.04.1

docker-compose >= v2.10.0

docker-buildx >= 0.14.1

o ¥ docker, docker-compose#buildxifft

sudo apt-get update
sudo apt-get install -y docker.io

# Lidocker-compose-Vv2iHtE

sudo apt-get install -y docker-compose-v2

sudo ln -s /usr/libexec/docker/cli-plugins/docker-compose
/usr/bin/docker-compose

# Lidocker-buildxifH

sudo apt-get install -y docker-buildx

sudo ln -s /usr/libexec/docker/cli-plugins/docker-buildx
/usr/bin/docker-buildx

o iFhfnAdocker, docker-composeFbuildxiEHG KR A E BFEEK

docker -v
docker-compose -v
docker buildx version
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RE A,
o TARREAE
N4 wfc-1.0.7-20250221.tar.gz
« DEBL¥A,
N4 : wfc-1.0.7-20250221.deb
WEH -

o IRAS: 1.07
o MFEHH] : 20250221

RIBE AR R AR A TR,
e FAC B
TARBREHR

. QIEREREFR

KN BRILDER , RFETEK , WREBRAEER
sudo mkdir /opt/wfc
s BERGEBERKESR
sudo tar xvfz wfc-1.0.7-20250221.tar.gz -C /opt/wfc

DEBARFHA
o RERMGE

sudo dpkg -i wfc-1.0.7-20250221.deb

o REFEFH

/opt/wfc # work root directory

— bin # shell script and binary file

— docker # docker compose work directory

| | env # default docker environment file, will be
copy to docker compose work directory

| — java # java image directory

| F— mysql # mysql database container directory

| | F— conf
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conf.d
data
db
logs
tmp

[TTTT

>
Q
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o
n
H*

nacos container directory
onf

1T

— 0O
o
(@]
(7]

nginx container directory

F— sys # system portal
L— u # user portal

[ TTT

1

(9}

o

-

n ~
o
Q
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H*

redis container directroy
conf
data
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|
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|

|
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|
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|
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|

| wfc container root directory
| F— auth # auth root directory
| | — jar

| — gateway # gateway root directory
| L— jar

| — modules # modules root directory
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

— file

| jar

I
I
I
I
|
|
|
I
I
I
I
I
— upload # file upload directory
L— visual

L— monitor

L— jar
L— systemd # service daemon file,will be copy to
/etc/systemd/system
L— system

o EERHIME

cd /opt/wfc/bin
sudo ./wfcsetup.sh env 192.168.13.128 # Z¥R2EEFHLIPHE

3/11



03-MacroHub#kL &I E5mE.md

o fB¥dockerF iES %

2025-06-24

IRIESKIRBOUEBN PR S BECE |, WiBH © ** WFC_SERVER_IPRMtII B4 7 EMACET F2 B #H ** TZ8 %k
ABENRGX

cd /opt/wfc/docker

cat

.env

WFC_CONFIG DATABASE=wfc config db
WFC_SYSTEM DATABASE=wfc system db
WFC_USER DATABASE=wfc user_db
MYSQL SERVICE NAME=wfc-mysql
MYSQL SERVICE PORT=3306

MYSQL _ROOT PASSWORD=123456

MYSQL SERVICE USER=root

MYSQL SERVICE PASSWORD=123456
REDIS PORT=6379

NACOS PROFILE NAME=prod

NACOS NAME SPACE=wfc-prod
NACOS_SERVER NAME=wfc-nacos
WFC_SERVER PORT=80

NACOS SERVER PORT=8848

GATEWAY SERVER PORT=8080

AUTH SERVER PORT=8081

WFC_FILE PORT=9201

WFC _JOB PORT=9203

WFC_PAYMENT PORT=9204

WFC SYSTEM PORT=9205

WFC_USER PORT=9206

WFC_SERVER IP=192.168.13.128
NACOS SERVER IP=${WFC SERVER IP}
GATEWAY SERVER IP=${WFC SERVER IP}
RESTART OPTION=on-failure:5
TZ=Asia/Shanghai

#dockera ZSpaTX

MRXLEAIARSIEAEY , TUEHRE TN TS REMEMRE S

cd /opt/wfc/bin
sudo ./wfcsetup.sh all 192.168.13.128

o fliEdockerazs

# SHR2RBEAIPHIE

MRELIETT'sudo ./wfcsetup.sh all 192.168.13.128' , tN T dr 4RI &%

cd /opt/wfc/bin
sudo ./wfcsetup.sh all

ALEF & O0mada‘F & KERS
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+ MOmadafRFikE T FAESEES , TE :

CLIENT ID CLIENT SECRET
997 ccbebc1684a618b014949cf2fb8ce

T5ccAebb7e8a44a9944e6387alc73dd4

Showing 1-2 of 2 records

EE  EFEMMODEXRFClient , BARKIECE 773\ 7] 52 OmadafiAE <30
o BYECEXH
o &N FomadapACEM, AT 50madadtiTFA RS

/opt/wfc/docker/conf
cat application-common.yml

omada:
omada-url: 'https://apsl-omada-northbound.tplinkcloud.com'
omadac-id: 'c4decbf73f80094019d664506ec9b4d4’

client-id: '6110a77822234243a033e652d1e8a3ae’
client-secret: '651957da95f14f45b719876bb68bd6f5"

o &N FemailECET, BT A EARFAKIERS

/opt/wfc/docker/conf
cat application-common.yml

mail:
enabled:
host: mail.agrandtech.com
port: 25
auth:

from: smtpext <smtpext@agrandtech.com>
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user: smtpext

# Password

pass: Smtpl23@agt

# Use TLS security connection

starttlsEnable:

# Use SSL security connection

sslEnable:

# Timeout value for sending mail, in milliseconds
timeout: O

# Connection timeout value, in milliseconds
connectionTimeout: 0

o fEomadajRi THIFEAE XI% 4
HT ZFFRAPEERERAPE |, TTREASRIGT | BEBIRENHPFEAIEAERS , ATRAZEOmada kX
HRFEAR A B A TR TIRME |, BIRMENT -

P A\Omadafg , ERFEEACHNL A |, %R Settings->Authentication->Portal->Access Control-
>Pre-Authentication Access->4]3%EEnable |, 4R 5Bz HBF5 48 J< i 4 1 inE ! Pre-Authentication
Access List, JEE T BB ARABAE S R AT B 182 B3t TRTACE , THEFR (BITHRIZE A~

e
—REITTE)
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B Logs

sssssssssssssssssss

Add Pre-Authentication Access

o BYETELEM

\\\\\\\

Network Profile CLI Configuration

Entry

tp(s)/ | gmail.com

hitp(s)// ‘ google.com

Entry

cd /opt/wfc/docker/wfc/modules/payment/conf/
cat application.yml

# payment configuration,
# alipay configuration
alipay:
appIld: 9021000122699258
privateKey:

2025-06-24

® Add

ACTION

MIIEvwIBADANBgkghkiGOwOBAQEFAASCBKkwggS1TAgEAAOIBAQC7YACIXV5GI1TWBOOBCr
VG1zKxHunznSjYXwTS2DM3YgloxzKyedapfcmBDVnolL93m4QriTtbiHYvudyJjJfIsQEY+
Wo44IczhDypyu+I16JpQ0wylTs94/+3aaQlwThsDaGs8edaFGteuw+1pUV14nxFOOTS1Vo
IR30rigAGFAXrPhcSA6Y9c8HK1htxCelICnPzjpqC4s8ZjrjS7FoyHP2ZAay5fx1VEtah3
OE4RvycFfV/1i2+k3JGF0SeevdCx6Ufu+9Y/RaG4Sh84QuYRQUhAHUswLFDHpRrAnxHzt0z
DkOkg3BrCT7vMtBbSOP9BdIhpVTaZzm4diQdNbLS14hAgMBAAECggEAKb1Xc7aQlKGfTmj
4xSxawlvImOX;jAwbWC+6fF1q91BgdjXBhl7b/Y+mvpfBymY3UUIaTAPC/HXGgT2ZoGqImT
KsMyGrArgMogmlM//EfdtV3L96rgxirTqduoSiWLOdaWHUWXduoRH8r9K3ZTmY67TLh7Fp
iKevgq9mI7fqs8/qgq5QAN4UPFb3Cq9hDNTU416+BywdglKkwl23c98S1rIdV1i+1eCMAgue
LROaNHTobyPBZ/KfwGRV00Q3QqjLVgL3z1lbzuylYhaZzgPgxxd46vgWwkyMiiv7u20yCetq
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4LFd+tcNDz0Yqk6rK9/S0oxbN8NM5DLkpwFh/433BoPS3QKBgQD/dsxNr2PYdPLp6p0Ovw7
H2AFMH8CkwT1Rg+2f/0fgQF14rJwZgEU6TL5A2IvQeRRC5mCTf2m5tDqrS321INyH/JIK]
+4J8134GEo/kSCHL3RmyvJGQOQ/EpEyxvP8BV30b6UO3LR58D0GLIr8eTsr3Y809cAMukn
CNxvsd2LvybwKBgQC7xKkx4KIPBny6sCOtChOkgIrY3h0Ci+ZsHQVESXKzekuONkH/qrAG
+S9pb1XCzXdM2HrzkMeuz6tqi+2TY8nORyY2DZHNW7FqzkAiZ/NO2AgGITALqlZfIZke2M
xgtBnxSsQ03gfXP9opu/FsLH9a+s6edfHPVKD4kHx1LBfAbwKBgQDYvr6QmukKn4HHILZGo
auQuvw+ziHwplAubTTLrxgYmA02Qx0eNcqG2RTfChQWOV2xtZnFMYhodyWCNvTsm2eQSLST
rIP3ByStq95DnZganLAgivsXX/W69qZ0JOpoCTryoB79enSHKHkt jksmjdFS6zBQRVyEvtg
JDcCO3Rz21N8WQKBgQCCoJE40tb7bv7s/ccEBeOeaNKvhue5xUwbYKEeXZ6PYAAOsh5+GC
f34f19q90qJiF17u4rl0Y4pfk35hL1VOXEasYLSzePmIuktrakOhpTNABus8MgRJjSjYsvA
mwCsMfOuTx5qzSBVThWfPSH6QIY9LAj8Un9UjxzJb/Mqil9GvwKBgQCO/KB+3robTqy9KO0
V4iEKJ4kmnXDRu7ecpMyc8k5HzpolIHCcXLZHKBK9pMCXBQ9Kwy6BjRGNNUZ0ahS+tvnMcj
Hpwdhu90r7D51GXW/+PeFtphYTscFhHv1yuWbbojzhKf69pZnsVmyl1IBgRgtbkS2WNHXW
0o/peCg47TcLaQNMA==

publicKey:
MIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAhBZoE6Pp1TKpd/WSAJRTA2D6YUT
zqLmZ73scxbPxxKwPIg2ys2Ap21lu/1lVmgBWOOWT2Z7wUwr/6BP1PQqVpgOGAqU3yj jZOLG
fBitzMBMbGr10LqJQ3PKgnUNmnOdLR4FIHCAjKtuyxjHkxBTHg/L4punk4lkFJQD8YvzFr
YalSeWYw5j1/09q080NbcjPirPCR1sU7MRraQuUqSTdPwm2iHk roKwCEbGv+RtNJCTOKKNQ
VtRFFgPGMhU4nQ620gdfzsGIsNFKVInD5SjeDWniBAbaGaVF4rEfKIPe6+XrcMg3h+9Fz+
A2IU1KCCoth2neEZEaUl1tOKBGxXIuo4efi/QIDAQAB

appCertPath: \u5E94\u7528\u516C\u94A5\u8BC1\u4E66

aliPayCertPath: \u652F\u4ED8\u5B9D\u516C\u94A5\u8BC1\u4E66

aliPayRootCertPath: \u652F\u4ED8\u5B9D\u6839\u8BC1\u4E66

serverUrl: https://openapi-
sandbox.dl.alipaydev.com/gateway.do

domain: http://192.168.2.249

testDomain: http://129.204.171.210:8085

# wxpay configuration
wxpay:
appld:
appSecret:
mchId:
partnerKey:
certPath:
domain: http://192.168.2.249/u

o fEomadajf T (M KIB 4

AT ZFRAFAEERERAPEH , TMERIRIEAT | BEBURERRERMTEET T,
FERAEOmada LI AFHKAISA S TIRATIRAE , ROAIRIEIT -

P\ Omadafg , ERFEEACHKNL A |, %EFSettings->Authentication->Portal->Access Control-
>Pre-Authentication Access->A)3%EEnable , 2R G RAAS A = AH =i 4 1IN Z Pre-
Authentication Access List, JEEFR A TS RN BB L #HTHRITERE , TIIEFR (&
TS Z A —ETTE)
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- General Setiings WiredaWireless Networks Network Security Transmission VPN ®
© wic-dev-site1 v Site Seftings. Internet ACL Routing VPN
AN URL Fitering Switch OSPF SSLVPN
WLAN MAC Fittering NAT Wireguard
@ Dashboard WLAN Optimization Aftack Defense Session Limit
® Add
sm Firevall Bandwidtn Control
(O statistics
IP-MAC Binding Gateway QoS
®© Devices ACTION
1DS1PS Swich QoS
) Clients Application Control VRRP
Q Insights
B Logs Services Authentication Basic Profile Network Profile CLI Configuration
& Audt Logs DHCP Reservation Portal Groups PPSK stecu
Dynamic DNS 021X Time Range RADIUS Profie Device CLI
(@ Reports
mDNS MAC-Based Authentication Rate Limit LDAP Profile
snp APN Profie
m Map [ Gateway QoS Service
ssH Bonjour Service

) Network Tools
Reboot Schedule

Port Schedule

ko) settings > PV

® Hotspot

Add Pre-Authentication Access Entry

hitp(s)// ‘ alipaydev.com
(s |alipayoblects.com
ntp(s) 4 |alpaynet

nitp(s) | aipay.com

itp(s)# |alican com

Entry

o BMFARBBENX

& P4 M EEAR T B 5% /opt/wfc/docker/conf/templates/system/ F & B EAEAR 2 T B
3x/opt/wfc/docker/conf/templates/user/ BUFESHEAR : mail.html R 22 ERAEAR
trafficReminder.html £ &RIZEE45EAR : balanceReminder.html & Z484K: invoice.html & AR EEHE
WREPE] , BRUEEFEEW , iR AThymeleafs| % |, THrhtmUEi% |, 71 BE X CAN S FIEE
K. BRTHUFTENE , HRASHITEEXNBY

o BRERMRENRRARIMAREEM

cd /opt/wfc/docker/wfc/modules/user/conf/
cat application.yml

# IRBERCE
reminder:
# BRI REIRNEREE
trafficEnable: true
# MERMESE , B Batt, MERNTL0SSAKHMFIEEE
trafficThreshold: 10
# EOITBRIIEEE

9/11



03-MacroHubBHR I E+ERs.md 2025-06-24
balanceEnable: true

# REUREERE , By : IRMEAL, WMKRFVNTSTofiA b EEEE
balanceThreshold: 5

# IREIRBZHPEARE

trafficTitle: 'Traffic Reminder'

# REEEZHP AR

balanceTitle: 'Balance Reminder'

o SE—EUMARLA

ERIMRE B

cd /opt/wfc/docker
cat .env

SYSTEM TITLE=MacroHub

BRERREFPIITHER

cd /opt/wfc/bin
sudo ./wfcsetup.sh all 192.168.13.128 # S¥22TEEH I IPHE

HEEREYERCXHTRER

cd /opt/wfc/docker/nginx/html/dist/u/langs
cat zh-cn.js
cat en-us.js

system: {
title: 'MacroHub'
}

« BEN/ER/FIL/BRARSE

cd /opt/wfc/bin
sudo ./wfccontrol.sh start/restart/status/stop/version
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BN esnRE A EaiAPES
o KPS

http://192.168.13.128/sys
o APFAT At

http://192.168.13.128/u
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