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CPU: >= 4 core

Memory: >= 16GiB

Storage:
0S: >= 50GiB
/opt/wfc: >= 50GiB # work and database storage
/var/lib/docker: >= 50GiB

o RGN

Linux >= Ubuntu 22.04

JDK >= 1.8 (Recommended version 1.8) (fTOmada SDN Controller)
Omada SDN Controller > 5.15.6.7

docker >= 24.0.7, build 24.0.7-0Qubuntu2~22.04.1

docker-compose >= v2.10.0

o ikdockerflldocker-compose

sudo apt-get update

sudo apt-get install -y docker.io

sudo curl -L
"https://github.com/docker/compose/releases/download/v2.10.0/docker-
compose-$(uname -s | tr '[:upper:]' '[:lower:]")-$(uname -m)" -0
/usr/bin/docker-compose

sudo chmod +x /usr/bin/docker-compose



o 1EHfAdockerfldocker-composefhR A B BFE EK

docker -v
docker-compose -v

RERFH

o TARREM
X4 - wfc-1.0.7-20250221.tar.gz
e DEBL&A
4 - wfc-1.0.7-20250221.deb
15EA :

e JEAS: 1.0.7
o MFEHHS: 20250221
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TARBREAR
o PIETIHER

TR FRULE , MRFAEREK , WREREEXR

sudo mkdir /opt/wfc

o MERHBAELKBR

sudo tar xvfz wfc-1.0.7-20250221.tar.gz -C /opt/wfc



DEBEZREH
o TIIRIHA

sudo dpkg -i wfc-1.0.7-20250221.deb

o TRAEFN

/opt/wfc # work root directory

F— bin # shell script and binary file
F— docker # docker compose work directory
| | env # default docker environment file, will be copy
to docker compose work directory

| | java # java image directory

| — mysql # mysql database container directory
| | | conf

| | F— conf.d

| | |— data

| | F—adb

| | F— logs

|| b tmp

| | nacos # nacos container directory

| | }— conf

| | L logs

| F— nginx # nginx container directory

| | }— conf

| | F— conf.d

| | F— html

| | | L— dist

|| F— sys # system portal

|| | L—u # user portal

| | L logs

| | redis # redis container directroy

| | }— conf

| | L— data

| L wfc # wfc container root directory
| — auth # auth root directory

| | b jar

| — gateway # gateway root directory

| | Y jar

| — modules # modules root directory

| | | file

| || = dar

| | F—gen

| || b jar

| | = job

| || b=jar

| | payment

| || b= jar

| |  |— system

B



| L— jar
— upload # file upload directory

|
|
| L— visual
| L— monitor
| L— jar
L— systemd # service daemon file,will be copy to
/etc/systemd/system
L— system

o BCERMHIG

cd /opt/wfc/bin
sudo ./wfcsetup.sh env 192.168.13.128

o &M dockerHf iz %
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cd /opt/wfc/docker

cat .env
WFC CONFIG DATABASE=wfc config db
WFC_SYSTEM DATABASE=wfc_system db
WFC _USER DATABASE=wfc user db
MYSQL SERVICE NAME=wfc-mysql
MYSQL SERVICE PORT=3306
MYSQL ROOT PASSWORD=123456
MYSQL SERVICE USER=root
MYSQL SERVICE PASSWORD=123456
REDIS PORT=6379
NACOS PROFILE NAME=prod
NACOS NAME SPACE=wfc-prod
NACOS SERVER NAME=wfc-nacos
WFC_SERVER PORT=80
NACOS SERVER PORT=8848
GATEWAY_ SERVER PORT=8080
AUTH_SERVER PORT=8081
WFC_FILE PORT=9201
WFC_JOB PORT=9203
WFC_PAYMENT PORT=9204
WFC_SYSTEM PORT=9205
WFC_USER PORT=9206
WFC SERVER IP=192.168.13.128
NACOS SERVER IP=${WFC SERVER IP}
GATEWAY SERVER IP=${WFC SERVER IP}
RESTART OPTION=on-failure:5
TZ=Asia/Shanghai
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cd /opt/wfc/bin
sudo ./wfcsetup.sh all 192.168.13.128

o fliEdockeryz%

MR 51T sudo ./wfcsetup.sh all 192.168.13.128" , it &4 a] HHE

cd /opt/wfc/bin
sudo ./wfcsetup.sh all
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+ Add New App

CLIENT ID MODE ACTION
997 ccbebe1684a618b014949ci2fh8ce

T5ccAe667e8ad44a99446387a7cT3ddd Client

Showing 1-2 of 2 records

EE  ERMMODEXMClient , BAMELE 77\ A]Z%Z 0madafiHfl k3
o BRECENM

o ¥ FomadafficE, AT 50madadti T EFEE S

cd /opt/wfc/docker/conf
cat application-common.yml

omada:

omada-url: 'https://apsl-omada-northbound.tplinkcloud.com'
omadac-id: 'c4decbf73f80094019d664506ec9b4d4’



client-id: '6110a77822234243a033e652d1e8a3ae’
client-secret: '651957da95f14f45b719876bb68bd6f5"

o E¥N FemailBCED, AT RIXBRFRKIERS

cd /opt/wfc/docker/conf
cat application-common.yml

mail:
enabled: true
host: mail.agrandtech.com
port: 25
auth: true
from: smtpext <smtpext@agrandtech.com>
user: smtpext
pass: Smtpl23@agt
starttlsEnable: false
sslEnable: false

timeout: 0

connectionTimeout: 0
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>Portal->Access Control->Pre-Authentication Access->%]%Enable
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General Settings Wired&Wireless Networks Network Security Transmission VPN

© wic-dev-ste v Stesetings  Intem: et AL Roung

@ Dashboard WLAN Optimization Attack Defense Session Limit

(© statistics

@ Add

Devices ACTION
© IDSIPS

ssssssss

@ Clems  ayication Control

Q Insignts

B Logs Services Network Profile CLI Configuration

B Awitlogs  DHcPRessnaen

[@ Reports

SNMP

m Map

(5) Network Tools
eeeeeeeeeeeee

Port Schedule

[ settings > IPTV

® Hotspot

Add Pre-Authentication Access Entry

http(s):// ‘ gmail.com

http(s):// ‘ google com

Entry

o B ATHLEM

cd /opt/wfc/docker/wfc/modules/payment/conf/
cat application.yml

alipay:

appId: 9021000122699258

privateKey:]23c98S1rIdV1+1eCMAguelLROaNHTob
yPBZ/KfwGRV00Q3QqjLVgL3zlbzuylYhaZqPgxxd46vgWwkyMiiv7u20yCetq4LFd+tcNDz
0Ygk6rK9/S00xbN8NM5DLkpwFh/433BoPS3QKBgQD/dsxNr2PYdPLp6p0Ovw7H2AFMH8CkwT




1Rg+2f/0fgQF14rJwZgEU6TL5A2IvQeRRC5mMCTf2m5tDqrS321INyH/JIKI+4J81I34GEo/k
SCHL3RmyvJGQOQ/EpEyxvP8BV30b6UO03LR58D0G1Ir8eTsr3Y809cAMuknCNxvsd2LvybwK
BgQC7xKkx4KIPBny6sCOtChOkgIrY3h0Ci+ZsHQVESXKzekuONkH/qrAG+S9pb1XCzXdM2H
rzkMeuz6tqi+2TY8nORyY2DZHNW7FqzkAiZ/NO2AgGI1ALqlZfIZke2MxgtBnxSsQ03gfXP
9opu/FsLH9a+s6ed fHPVKD4kHx1LBTfAbwKBgQDYvr6QmuKn4HHILZGoauOQuvw+ziHwplAub
TTLrxgYmA02Qx0eNcqG2RTChQWOV2xtZnFMYhodyWCNvTsm2e0SLSTrIP3ByStq95DnZgan
LAgivsXX/W6qZ0J0poCTryoB79enSHKHktjksmjdFS6zBQRVyEvtgIDcCO3Rz21N8WQKBgQ
CCoJE4o0tb7bv7s/ccEBeOeaNKvhue5xUwbYKEeXZ6PYAAOsSh5+GCf34f1q90qJiF17u4rlo
Y4pfk35hL1VOXEasYLSzePmIuktrakOhpTNABus8MgRJjSjYsvAmwCsMfOuTx5qzSBVThWT
PSH6QIY9LAj8UNn9UjxzJIb/Mqil9GvwKBgQCO/KB+3robTqy9K0V4iEKI4kmnXDRu7ecpMyc
8k5HzpolIHcXLZHKBK9pMCXBQ9Kwy6BjRGNNUZ0ahS+tvnMc jHpwdhu90r7D51GXW/+PeFt
phYTscFhHv1yuWbbojzhKf69pZnsVmyl1IBqRgtbkS2WNHxWo/peCg47TcLaQNMA==

publicKey:
MIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAhBZOEGP1TKpd/WsAJRTA2D6YUTz
gLmZ73scxbPxxKwPIg2ys2Ap21lu/1VmgBWOOWT2Z7wUwr/6BP1PQqVpg0GAqU3yjjZOLGTB
1tzMBMbGr10LgJQ3PKgnUNmnOdLR4FTHCAjKtuyxjHkxBTHg/L4punk41kFJQD8YvzFrYal
S6WYw5j1/09080NbcjPirPCR1sU7MRraQuUqgSTdPwm2iHk roKwCEbGv+RtNJCTOKKNQVtRF
FgPGMhU4nQ620gdfzsGJsNFKVInD5SjeDWniBAbaGaVF4rEfKIPe6+XrcMg3h+9Fz+A2IU1
KCCoth2neEZEaU1tOKBGxXIuo4efi/QIDAQAB

appCertPath: \u5E94\u7528\u516C\u94A5\u8BC1\u4E66

aliPayCertPath: \u652F\u4ED8\u5B9D\u516C\u94A5\u8BC1\u4E66

aliPayRootCertPath: \u652F\u4ED8\u5B9D\u6839\u8BC1\u4E66

serverUrl: https://openapi-
sandbox.dl.alipaydev.com/gateway.do

domain: http://192.168.2.249

testDomain: http://129.204.171.210:8085

wxpay:
appld:
appSecret:
mchld:
partnerKey:
certPath:
domain: http://192.168.2.249/u
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AT XFRAFEEREFAPH , TMERRIET , SEBMRERE RN
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P AOmadajg , IEREERKYL R , ¥ Settings->Authentication-
>Portal->Access Control->Pre-Authentication Access->“A]%Enable ,
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General Settings Wired&Wireless Networks Network Security Transmission VPN ®

® wic-dev-sitet > Ste Setings Intemet AcL Routing veN
LAN URL Fittering Switch OSPF SSLVPN
WLAN MAC Filtering NAT Wireguard
@ Dashboard WLAN Optimization Attack Defense Session Limit
@ Add
£ Firevial Bandvidth Control
(S statistics
1P-MAC Binding Gateway QoS
© Devices ACTION
IDs/PS Switch QoS
L5 Clients Application Control VRRP
Q Insignts >
B Logs Services Authentication Basic Profile Network Profile CLI Configuration
& AuditLogs DHCP Reservation Portal Groups PPSK ste el
Dynarmic DNS B021X Time Range RADIUS Profie Device CLI
[@ Reports
mDNS MAC-Based Authentication Reate Limit LDAP Profle
SNMP APN Profle
m Map PP Gateway QoS Service
= Network Toots ssH Bonjour Service
Reboot Schedule
Port Schedule
%

Hotspot

Add Pre-Authentication Access Entry

ntip(s)/ | alipaycev.com
hitp(s)/ | alipayobjects.com
hitp(s)// ‘allpay net

hitp(s):/ ‘ alipay.com

hitp(s):/r ‘ alicdn.com

(® Add New Pre-Authentication Access Entry

o EENEBMNFIEIRAKA

cd /opt/wfc/bin
sudo ./wfccontrol.sh start/restart/status/stop/version

v
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http://192.168.13.128/sys

o APFEI] Al

http://192.168.13.128/u
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