03-MacroHubX 1R %% . md 2025-06-24

MacroHub® R iR % 2
HERTE

o WHEK
CPU: >= 4 core
Memory: >= 16GiB
Storage:

0S: >= 50GiB

/opt/wfc: >= 50GiB  # work and database storage
/var/lib/docker: >= 50GiB

o RHGIIR

Linux >= Ubuntu 22.04

JDK >= 1.8 (Recommended version 1.8) (FiTOmada SDN Controller)
Omada SDN Controller > 5.15.6.7

docker >= 24.0.7, build 24.0.7-0ubuntu2~22.04.1

docker-compose >= v2.10.0

docker-buildx >= 0.14.1

o Z¥docker, docker-composefbuildxi@ 4

sudo apt-get update
sudo apt-get install -y docker.io

# Z%docker-compose-v2iHEH

sudo apt-get install -y docker-compose-v2

sudo 1n -s /usr/libexec/docker/cli-plugins/docker-compose /usr/bin/docker-
compose

# Z%docker-buildxiBEl

sudo apt-get install -y docker-buildx

sudo 1ln -s /usr/libexec/docker/cli-plugins/docker-buildx /usr/bin/docker-
buildx

e i5fIAdocker, docker-composeHlbuildx AR A B ERFEEK

docker -v
docker-compose -v
docker buildx version

1/1



03-MacroHub3X 1R iR %2 %:.md
SRENZ 2 E)
e TARZE(E
XH& . wfc-1.0.7-20250221 tar.gz
* DEBZ%H
X : wic-1.0.7-20250221.deb
WHA

* RAS: 1.07
o HMIEHHEE : 20250221

RIBIE NI ER T AR AR 2 52 B
ZHENLE A
TARBZEAR

s QIEZEHF

EMZERNBELDR - MRFARLE - WREBRBEER

sudo mkdir /opt/wfc

s BMERHEELZREZR

sudo tar xvfz wfc-1.0.7-20250221.tar.gz -C /opt/wfc

sudo dpkg -i wfc-1.0.7-20250221.deb

. ZHEEATN

/opt/wfc
I— bin
— docker

docker compose work director

| java
| mysal
| | — conf

# work root directory
# shell script and binary file
# docker compose work directory
| F—— env # default docker environment file, will be copy to
y
#
#

java image directory
mysql database container directory

2025-06-24



03-MacroHubR 1R iR Z % . md

T 1 1T

conf.d
data

s [TTTT

= 0
o O
cm S
n -h

>
oQ
.
>
X

TTT

=
-+
(@}

— auth
L— jar
F—— gateway
| jar
f—— modules
— file
| L
[— gen
| L
— job
| L

|
|
|
|
|
|
| = paym
|
|
|
|
|

| L

F— syst

L— moni
L

L— systemd
/etc/systemd/system

jar
jar
jar
ent
jar
em

tor
jar

L— system

o RERHNIE

cd /opt/wfc/bin
sudo ./wfcsetup.sh env 192.168.13.128 # S 22BEEAIPHIIL

# nacos container directory

# nginx container directory

# system portal

# user portal

# redis container directroy

# wfc container root directory

# auth root directory

# gateway root directory

# modules root directory

# file upload directory

# service daemon file, will be copy to
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o BldockerH IBES

RIELIBER BN F RS HEE -

NBEENRFHX

cd /opt/wfc/docker
cat .env

AR :

2025-06-24

** WFC_SERVER_IPRIIIHIt EAE FHRE LB HE M| ~* TZ8 R

WFC_CONFIG_DATABASE=wfc_config db
WFC_SYSTEM DATABASE=wfc_system db

WFC_USER_DATABASE=wfc_user_db
MYSQL_SERVICE_NAME=wfc-mysql

MYSQL_SERVICE_PORT=3306
MYSQL_ROOT_PASSWORD=123456
MYSQL_SERVICE_USER=root

MYSQL_SERVICE_PASSWORD=123456

REDIS_PORT=6379

NACOS_PROFILE_NAME=prod
NACOS_NAME_SPACE=wfc-prod
NACOS_SERVER_NAME=wfc-nacos

WFC_SERVER_PORT=80

NACOS_SERVER_PORT=8848

GATEWAY_SERVER_PORT=8080

AUTH_SERVER_PORT=8081

WFC_FILE_PORT=9201
WFC_JOB_PORT=9203

WFC_PAYMENT_PORT=9204

WFC_SYSTEM_PORT=9205

WFC_USER_PORT=9206

WFC_SERVER_IP=192.168.13.128

NACOS_SERVER_IP=${WFC_SERVER_IP}
GATEWAY_SERVER_IP=${WFC_SERVER_IP}
RESTART_OPTION=on-failure:5

TZ=Asia/Shanghai

MRXESRHIRSERAEN - JEEE

cd /opt/wfc/bin

—,—

py )

sudo ./wfcsetup.sh all 192.168.13.128 #

o Alldocker&z3

MRELZIE1T'sudo /wfcsetup.sh all 192.168.13.128" -

cd /opt/wfc/bin
sudo ./wfcsetup.sh all

)

FEEEE0mada F SREESH

N =2

4/11

SERENENDS

#tdocker&zx

SHE

=

)

E_" I\H]%Z

ML REFREMOZESR

EEXIN S ubls



03-MacroHubR 1R R Z % . md

* MOmadafR5 IR IFFERBaEESH - A :

Settings
System Settings
Gontroler Settings
Ul nteraction
CLIENT ID CLIENT SECRET
History Data Retention

997 ccbebc1684a618b014949cf2fb8ce e

T5ccAebb7e8a44a9944e6387alc73dd4

Showing 1-2 of 2 records

AR EERIMODEXRMAClient, BARVECE 7T o] 2%E0madafyH RN
* BRECENXH

o Bl NomadalEcEIN, B TF50madai#tiTiF&E¥ 5

/opt/wfc/docker/conf
cat application-common.yml

omada:

omada-url: 'https://apsl-omada-northbound.tplinkcloud.com'

omadac-id: 'c4decbf731¥80094019d664506ec9b4d4’
client-id: '6110a77822234243a033e652d1e8a3ae’
client-secret: '651957da95f14f45b719876bb68bd6f5"

o Bl FemailECEIN, AT AZEHBAE IS

/opt/wfc/docker/conf
cat application-common.yml

mail:
enabled:
host: mail.agrandtech.com
port: 25
auth:

from: smtpext <smtpext@agrandtech.com>

5/1

2025-06-24




03-MacroHubR 1R iR Z % . md 2025-06-24

user: smtpext

# Password

pass: Smtpl23@agt

# Use TLS security connection
starttlsEnable: false

# Use SSL security connection

sslEnable: false

# Timeout value for sending mail, in milliseconds
timeout: ©

# Connection timeout value, in milliseconds
connectionTimeout: ©

o ffomadaliTHRFEERIF A

ATFHHAPEERERAPH - TMENIRER T - BEBIREETFERIKIERS - D] PAFEOmada_EX%
AR RAVIN R IHATRATIRIE - BIXRIEOD

#H AOmadalg « ERFTERMILS - ¥E3FSettings->Authentication->Portal->Access Control-
>Pre-Authentication Access->“aJ#%kEnable - #Afa 1 ZHBAE1H R A1 2 18 N12lPre-Authentication
Access List, AR B FMATH OIS KRB ZEHTHITEE - FIEMR ( BITHEER

—TEeE)
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General Setiings Wired8Wireless Networks Network Security Transmission VPN ®
© wic-dev-ste1 v St Setings Internet AcL Routing veN

AN URL Fitering Switch OSPF SSLVPN

WLAN MAC Fittering NAT Wireguard
@ Dashboard WLAN Optimization Aftack Defense Session Limit

® Add

sim Fireviall Bandwidth Control
(© statistics
1P-MAC Binding Gateway QoS

®© Devices ACTION
1DS1PS Switch QoS

@ Clients Applcation Control VRRP

Q Insights

B Logs Services, Authentication Basic Profile Network Profile CLI Configuration

DHCP Reservation Portal Groups PPSK site CL1

[ Audit Logs

Dynamic NS 802.1X Time Range RADIUS Profie Device CLI
@ Reports
mONS MAC-Based Authentication Rate Limit LDAP Profile
SNMP APN Profie
m Map [ Gateway QoS Service
& Network Tools SSH Bonjour Service
Reboot Schedule
Port Schedule

ko) settings > PV

® Hotspot

Add Pre-Authentication Access Entry

tp(s)/ | gmail.com

hitp(s)// ‘ google.com

Entry

° BRMNEEN

cd /opt/wfc/docker/wfc/modules/payment/conf/
cat application.yml

# payment configuration,
# alipay configuration
alipay:
appId: 9021000122699258
privateKey:
MITIEvwIBADANBgkqhkiGOwOBAQEFAASCBKkwggS1AgEAAOIBAQC7YACIXV5GI1TWBOOBCrVG1zKx
HunznSjYXwTS2DM3YgloxzKyedapfcmBDVnolL93m4QrITtbiHYvudyJjIfIsQEY+Wo44IczhDypy
u+I16IpQOwylTs94/+3aaQlwThsDaGs8edaFGteuw+1pUV14nxFOOTS1VoIR30rigAGFAXrPhcSA
6Y9c8HK1htxCelICnPzjpqC4s8ZjrjS7FoyHP2ZAay5fx1VEtah30E4RvycFfV/i2+k3JGFOSeev
dCx6Ufu+9Y/RaG4Sh84QuYRQUhAHUsw1FDHpRrAnxHzt0zDk0Okg3BrCT7vMtBbSOP9BdIhpVTazZm
4diQdNbLS14hAgMBAAECggEAKb1Xc7aQ1KGFT1mj4xSxawlvImOXjAwbWC+6FF1g91BgdjXBh17b
/Y+mvpfBymY3UUIaTAPC/HXGET2ZoGqImTKsMyGrArgMogmiM/ /EfdtV3L96rgxirTqduoSiWLed
aWHUWXduoRH8r9K3ZTmY67TLh7FpiKevqOmI7fqs8/qgq5QANAUPFb3Cq9hDNTU416+BywdglKkw
J23c98S1rIdV1+1eCMAguelLROaNHTobyPBZ/KfwGRVO0Q3QqjLVgL3z1lbzuylYhaZqPgxxd46vgh
wkyMiiv7u20yCetq4LFd+tcNDzOYqgk6rkK9/S@oxbN8NM5DLkpwFh/433BoPS3QKBgQD/dsxNr2PY
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dPLp6pOVW7H2AFMH8CkwT1Rg+2f/0fgQF14rJwZgEU6FL5A2IvQeRRC5mC{2m5tDqrS321INyH/
JIKJ+438I34GEo/kSCHL3RmyvIGQOQ/EpEyxvP8BV30b6UO3LR58D0G1Ir8eTsr3Y809cAMuknCN
xvsd2LvybwKBgQC7xKkx4KIPBny6sCOtChOkgIrY3h0Ci+ZsHQVESXKzeku@ONkH/qrAG+S9pbl1XC
zXdM2HrzkMeuz6tqi+2TY8nORyY2DZHNW7FqzkAiZ/NO2AgGI1ALql1ZfIZke2MxgtBnxSsQO3gfX
P9opu/FsLH9a+s6edfHPVKD4AkHx1LBfAbwKBgQDYvr6QmukKn4HHILZGoauOuvw+ziHwplAubTTLr
xgYmA02Qx0eNcqG2RFChQWOV2xtZnFMYhodyWCNvTsm2e0OSLSTrIP3ByStq95DnZganLAgivsXX/
W6qZ0J0poCTryoB79enSHKHkt jksmjdFS6zBQRVyEvtgIDcCO3Rz21IN8WQKBgQCCoJE40tb7bv7s
/ccEBeOeaNKvhue5xUwbYKEeXZ6PYAAOsh5+GCF34F1q90qJiF17udrleY4pfk35hL1VOXEasYLS
zePmIuktrakOhpTNABUs8MgRIjSjYsvAmwCsMfouTx5qzSBVThWfPSHE6QIYILAj8UNn9UjxzIb/Mq
119GvwKBgQCO/KB+3robTqy9KOV4iEKI4kmnXDRu7ecpMyc8k5Hzpol IHCXLZHKBKOpMCXBQIKWyY
6BjRGNNUZ0ahS+tvnMcjHpwdhu90r7D51GXW/+PeFtphYTscFhHv1yuWbbojzhKf69pZnsVmyllI
BgRgtbkS2WNHxWo/peCg47TcLaQNMA==

publicKey:
MIIBIjANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAhBZOE6p1TKpd/WSAJRTA2D6YUTZqLmZ7
3scxbPxxKwPIg2ys2Ap21u/1VmgBWOOWF2Z7wUwr/6BP1PQqVpgOGAqU3yjjZOLGFBitzMBMbGrl
0LqJQ3PKgnUNmnOdLR4F1HCAjKtuyxjHkxBTHg/L4punk41kFJIQD8YvzFrYalS6WYw5j1/0q080N
bcjPirPCR1sU7MRraQuuUqgqSTdPwm2iHkroKwCEbGv+RtNICFOKkKNQVtRFFgPGMhU4nQ620gdfzsG]
sNFKVInD5SjeDWniBAbaGaVF4rEfKIPe6+XrcMg3h+9Fz+A2IU1KCCoth2neEZEaU1tOKBGXxXIuo
4efi/QIDAQAB

appCertPath: \u5E94\u7528\u516C\u94A5\u8BC1\u4E66

aliPayCertPath: \u652F\u4ED8\u5B9D\u516C\u94A5\u8BC1\u4E66

aliPayRootCertPath: \u652F\u4ED8\u5B9D\u6839\u8BC1\u4E66

serverUrl: https://openapi-sandbox.dl.alipaydev.com/gateway.do

domain: http://192.168.2.249

testDomain: http://129.204.171.210:8085

# wxpay configuration
wxpay :
appld:
appSecret:
mchId:
partnerKey:
certPath:
domain: http://192.168.2.249/u

o fEomadaliTZNHERIF A

ATZFRFEEREFZAPH - TWENRERLT - EBWLEERERTABEETHTAN -
FEEOmada EXW I HRNIFRZIFTIITERE - BARBRIENOT

#H AOmadafd - EFERCHIIES - ZEFESettings->Authentication->Portal->Access Control-
>Pre-Authentication Access-> A #tEEnable %ﬁfzﬂfﬁZiﬁTi_ﬁﬁﬁﬁ’\JiﬂZ%iBD?UPre—
Authent|cat|on Access List, TERNMBEZMNS RNABEZEHTRITRE - NIEPFR (W
THEZA—E
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- General Setiings Wired8Wireless Networks Network Security Transmission VPN ®
© wic-dev-site1 v Site Settings Internet ACL Routing VPN
AN URL Fitering Switch OSPF SSLVPN
WLAN MAC Fittering NAT Wireguard
@ Dashboard WLAN Optimization Aftack Defense Session Limit
Add
sm Firevall Bandwidtn Control ®
(O Statistics
IP-MAC Binding Gateway QoS
®© Devices ACTION
1DS1PS Switch QoS
0 Clients Application Control VRRP
Q Insights >
B Logs Services Authentication Basic Profile Network Profile CLI Configuration
& Audt Logs DHCP Reservation Portal Groups PPSK stecu
Dynamic DNS 021X Time Range RADIUS Profie Device CUI
(@ Reports
mDNS MAC-Based Authentication Rate Limit LDAP Profile
snp APN Profie
m Map [ Gateway QoS Service
ssH Bonjour Service

) Network Tools
Reboot Schedule

Port Schedule

ko) settings > PV

® Hotspot

Add Pre-Authentication Access Entry

hitp(s)// ‘ alipaydev.com
(s |alipayoblects.com
ntp(s) 4 |alpaynet

nitp(s) | aipay.com

itp(s)# |alican com

@ Add New Pre-Authentication Access Entry

o HMFATBEENX

B EaniHER T B £/opt/wfc/docker/conf/templates/system/ A F & B4 &R i1 T B
F/opt/wfc/docker/conf/templates/user/ $IEFBEMR : mail.html REIREEMR
trafficReminder.htm| REVIZEEEHR : balanceReminder.html & ZE18E: invoice.html {E BB AR
BIO] - B EEEEN - #EiRKMAThymeleaf51Z - X#FhtmliE% - A BEXXARABSMEN - &
THUREENSE  HRNSHUBEEXEN

o BUEBREAEARTAEEEN

cd /opt/wfc/docker/wfc/modules/user/conf/
cat application.yml

# EERCE
reminder:
# EEHERESIRE
trafficEnable: true
# MERESE - 241 Both, WFEFR/NT1ex=m & HAHIREE
trafficThreshold: 10
# EEHTERIIZEE
9/ 11
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balanceEnable' true

REIRRERE - 21U : IRBEREG, WRIVNTsooi il iR

balanceThreshold 5
/)|L§TE@$EEM¢¢T@

trafficTitle: 'Traffic Reminder'
# REIEREMBEARA
balanceTitle: 'Balance Reminder'

o Bi—IBHNHRSH

ERTEX G

cd /opt/wfc/docker
cat .env

SYSTEM_TITLE=MacroHub

BUEHBRENNITHER

cd /opt/wfc/bin
sudo ./wfcsetup.sh all 192.168.13.128 # S 22EEAIPHIIL

REBERENERMEXHTLTEFER

cd /opt/wfc/docker/nginx/html/dist/u/langs
cat zh-cn.js
cat en-us.js

system: {
title: 'MacroHub'

* Bi/EER/FIL/RERE

cd /opt/wfc/bin
sudo ./wfccontrol.sh start/restart/status/stop/version
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BN RBRALNEFYENMAFPYE
o ZFPEESIF ML

http://192.168.13.128/sys
o HFFarlFilt

http://192.168.13.128/u
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