5GC OMC dtm#EMd

1 AAEBRFEE OMC HEEERIRE

4A ZF8HS (Account) . TAJE (Authentication) . ##4X (Authorization) I
#Hif (Audit) | 4A G—LEEEFEEUEMAFL, KIKS. ME. FN
METGE—EENZEHETE, Thhl IT RGRESZEREMP. W
mEFR EBEFRA IAM (Identity and Access Management ) | BI“54% 51

5ipEEE".

5GC OMC EXIKSETMKSHIR, TRENKSMBENEIE/CIZIZN

MERIRE, FHOIXMKSHITENINE BWBRELARENEEN.

BIEEER AAZLEETS oMC
L REAREREE H
D FABhttpissR
AAEShttpisk
________________________________ )
AAEEhttpiE K ) PISES=P
< ________________________________
) T RER
DR . i



https://so.csdn.net/so/search?q=IAM&spm=1001.2101.3001.7020

2 OMCIkESfIAEZEAEX

21 EPMIKEEGEEL(IF-ACCOUNT-01)

HTTP J5i% GET

URL /api/rest/vl/security/users/ {id}

J7 1] 4A->0MC

Hi& A K5 1D SREU K515 &
Request:

R A | KA A

id (72D path | string MK id
Response:

B2 (At ik

account CAZH) body | object M P 4= A,

accid (A1) body | string MIK S id

user password shabl | body | string sha512 % 5 %49

2 (Aik)

name (FAJ#E) body | string w2

sn CA[#E) body | string I

description (WHJi%) | body | string Wik

email (AJi%) body | string I

gender (H[#E) body | string P )

telephone number body | string LI 50

(Ali)

mobile (H]i%) body | string 5 g

start time (AJi%) body | string FH P B s A 80 1]

end time (HJi%) body | string FH P &5 o1 AR A

id card number (R] | body | string Bk 5

%)




employee number (F] |body | string %

%)

o (H[iE) body | string F P B g B2 2 R 9w ES hao
employee type (HJ body | string FH P2

5, )

supporter corp name | body | string FITAE N 5] 44 TR

(AI3%)

N

{

"account": {
"accid": "example accid',

"user password shab512":
"example user password shab12",

"name": "example name",

"sn": "example sn",

"description": "example description",

"email": "example email",

"gender": "example gender",

"telephone number": "example telephone number",
"mobile": "example mobile",

"start time": "example start time",

"end time": "example end time",

"id card unmber": "example id card number",
"employee number": "example employee number",
"o": "example o",

"employee type": "example employee type",
"supporter corp name": "example supporter corp name"

}

R R ], Eig T
{
"account": {

}

22 =EBMIKE1EEZ 15 O(F-ACCOUNT-02)




HTTP 757k GET

URL /api/rest/v1/security/users

J7 7] 4A->OMC

Fig IREC 2 MK A5 2
Request:

SRR frE | R EP)

none none | none none
Response:

AR A=t ik

accounts (A7) body | array g F 4=

accid (A7) body | string MK id

user password shab | body | string sha512 Jin%% g &4
12 (AJif)

name (HAJi%E) body | string 4
sn (AJi%) body | string IG5
description (HJ] body | string Wik
%)

email (AJi%) body | string R FE
gender (HJ#E) body | string 4 51

telephone number body | string B 55
(AJi%k)

mobile (HJi%) body | string ) HE

start time (AJi%) |body | string FH P B T U 2B 250 ]

end time (RJi%) body | string FH P 45090 A A

id card number (FH] |body | string BriE5iy
%)

employee number body | string T%
(Ali)
o (L&) body | string | F ' BTJ@ AL gt 5

employee type (H] | body | string SR avill

%)




supporter corp nam | body | string FITAE N &) 44 Bk
e (AJi%)

ZN4

{

"accounts": [
"accid": "example accid',

"user password shab12":
"example user password shabl2",

"name": "example name",

"sn": "example sn",

"description": "example description",

"email": "example email",

"gender": "example gender",

"telephone number": "example telephone number",
"mobile": "example mobile",

"start time": "example start time",

"end time": "example end time",

"id card unmber": "example id card number",
"employee number": "example employee number",
"o": "example o",

"employee type": "example employee type",
"supporter corp name": "example supporter corp name"

2.3 MIKEFM#EEO(IF-ACCOUNT-03)

HTTP J57% POST

URL /api/rest/vl/security/users

77 IF] 4A->0MC

Hi& £ N T 5 HR s K =
Request:

K (DA KA ik




accounts CAZ0) body array I IRE IS

accid CAZ0) body string MK id

user password shab | body string shab12 N & % mY,
12 (AJk)

name (AJi%) body string 44

sn (AJi%) body string jiag

description (HJ body string ik

%)

email (AJik) body string ii§E]

gender (AJi%) body string 4 5

telephone number body string B 55 i
(AJ%)

mobile (AJi%) body string B g

start time (AJi%) | body string P 46 A RS (]

end time (HJi%) body string FH P 25 AR R A

id card number (A] | body string B4rE 5y
)

employee number body string %5
(AJ3%)
o (A#E) body string F P B B 2H 23 ) 4 hao
employee type (A] | body string Ay
%)
supporter corp nam | body string FITAE N &) 44 Bk
e (AJIE)
AN
{
"accounts": [
{
"accid": "example accid',
"user password shab12":
"example user password sha512",
"name": "example name",
"sn": "example sn",
"description": "example description",
"email": "example email",
"gender": "example gender",
"telephone number": "example telephone number",
"mobile": "example mobile",
"start time": "example start time",

"end time": "example end time",




"id card unmber": "example id card number",

"employee number": "example employee number",
"o": "example o",
"employee type": "example employee type",
"supporter corp name": "example supporter corp name"
}
]
}
Response:
E ArE | R iR
return CAZ0) body | array IR (A 2 SRR
code number (A body | string iR 6] F
i)
accid (A0 body | array MRS id 513
id CAZ) body | string MK id
7~
{
"return": [
{
"code number": "example code number",
"accid": [
{
"id": "example accid"
}
]
b,
{
"code number": "example code number",
"accid": [
{
"id": "example accid"




24 MIKESEX#O(IF-ACCOUNT-04)

HTTP J5i% PUT

URL /api/rest/vl/security/users

J7 1] 4A->0MC

& R4 MK S ID BN S5 S, FEFR 2|8 H TR
Request:

E (A= IEFit] A

accounts CAZ00) body | array Y REEPS,

accid (A7) body | string MK id

user password shab | body | string sha512 N 5 %

12 (A]3%)

name (AJi%E) body | string 4

sn (AJi%) body | string IG5

description (HJ body | string ik

%)

email (AJi%) body | string R FE

gender (HJ#E) body | string 4 51

telephone number body | string B 55

(Aliz)

mobile (HJi%) body | string Bl

start time (AJi%) |body | string FH P B T U 2B 250 ]

end time (RJi%) body | string FH P &5 90 A A

id card number (F®] |body | string Bk 56

%)

employee number body | string T%

(Ali)

o (AIi%) body | string | /7B J@&IZHZ 4 A hao

employee type (H] | body | string SR avill

%)

supporter corp nam | body | string FITAE N &) 44 Bk

e (AJik)

N

{




"accounts": [

{

"accid": "example accid',

"user password shab512":
"example user password sha512",

"name": "example name",

"sn": "example sn",

"description": "example description",

"email": "example email",

"gender": "example gender",

"telephone number": "example telephone number",

"mobile": "example mobile",

"start time": "example start time",

"end time": "example end time",

"id card unmber": "example id card number",

"employee number": "example employee number",

"o": "example o",

"employee type": "example employee type",
"supporter corp name": "example supporter corp name"

Response:

ey g | RAY ik

return CAZD body | array iR [A] ) 45 SR 4R

code_number (h body | string IR 6] A
0

accid (A7) body | array MK S id %152

id (A2 body | string MK id

R~

{

"return": [
"code number": "example code number",
" . "
accid": [

"id": "example accid"




"code number": "example code number",

"accid": [
{
"id": "example accid"
}
]

25 MIEEMEEEC(IF-ACCOUNT-05)

HTTP J7i% DELETE

URL /api/rest/vl1/security/users

77 A 4A->0MC

Fi& T 197 FH % 905 H 1) AT =5
Request:

R A | R it

accounts CAZH)

body | object K 5 B

accid (A7)

body | string M5 id

R~

{

"accounts": [

{

"accid": "example accid"

}
]

Response:

AR

g | R i

=




return C(AZI) body | array IR [A] ) 2 SRR
code number CAZH) body | string 35 [ FG,
accid (A0 body | array MK id %13
id (A2 body | string MK id
1l
{
"return": [
{
"code number": "example code number",
"accid": [
{
"id": "example accid"
}
]
b,
{
"code number": "example code number",
"accid": [
{
"id": "example accid"
}
]
}
]
}

26 HE NEEEEELO (IFFACCOUNT-10)

HTTP J5i% GET
URL /api/rest/vl/security/role/{role id}
7 IA] 4A->0MC
Hi& PR A ID SRR G B
Request:
LR PrE | M it
role id CAZH) path | string A4 TR (ME—)




Response:

E Ao | R iy
&
role CAZ) bod | object s R
y
role id (AZ0) bod | string AR (MfE—)
y
create_date C(AZ0) bod |string | ftaplgmi . yyyy-
Y MM-dd HH:mm: ss)
role desc (AZH) bod | string BEEREER D%
y
accounts CAZ0) bod |array MK id %13
y
accid (A0 bod | string MIKS 1D
y
NG
{
"role": {
"role id": "example role id",
"create date": "example create date",
"role desc": "example role desc",

"accounts": [

{

"accid": "example accid'

}
}

WRKRER A, REEIERHET:
{
“role”: {

}




27 =BG IEEEZ O (IF-FACCOUNT-11)

HTTP 7772 GET
URL /api/rest/vl/security/role/{role id}
71 4A>NFVO
4A->VNFM
4A->VIM
4A->0MC
Hi& SREUS TR BT A A B iE B A3
Request:
B2 e | R iR
none none | none none
Response:
B2 fir | KA A
b=
roles (A7) bod | array MefE R
y
role id C(@AZi) bod | string #1045 (ME—)
y
create_date CAZ0) bod |string | fgeaflgmtia BR: yyyy-
y MM-dd HH:mm:ss)
role desc (A7) bod | string AR
y
accounts CAZI) bod | array MK id %13
y
accid (A7) bod | string MK S id
y
AN Ll

{

"roles": [




"role id": "example role id",

"create date": "example create date",
"role desc": "example role desc",
"accounts": [

{

"accid": "example accid"

]
}

1. wRTEHIERE, B wT:
{
"roles”: []
}
2. (EEEE 5N R IG A IE 20 o] R Az S

28 BERMEL (IF-ACCOUNT-12)

HTTP 51k POST
URL /api/rest/vl/security/role/{role id}
7 T#] 4A->0MC
Fi& 7R FH B A a8 A £

Request:
EA g | K A
roles CAZJ) body | array s S
role id CAZ) body | string A4 FR (ME—)
accounts (A2 body | array M-S id %)%
accid (A2 body | string MIKS 1D

{

“roles”: [

{

"role id”: “example role id”,




"accounts”: [

{

"accid”: “example accid”

Response:

E Ao | R iR
=
return (4420) bod | array R A [ 2 AR
y
code number (A7) bod | string AL
y
role id CAZ0) bod | string LR (ME—)
y
accounts (AZ0) bod | array NI SERURIIES
y
accid (A7) bod | string MIK-S 1D
y
AN
{
"return": [
{
"code number": "example code number",
"role id": "example role id",
"accounts": [
{
"accid": "example accid'

}
]




29 BAEmEELD (IF-ACCOUNT-13)

HTTP J5¥2 DELETE
URL /api/rest/v1/security/role/{role id}
77 I] 4A—>OMC
Fi& T B 87 FH 2 8w 4 e 1 A
Request:
ZFR g | KM ik
roles (A7) body | array e ERER S

role id (40 body | string MEOEIR ()

NG
{
"roles": [
{
"role id": "example role_ id"
}
]
}
Response:
EA fro | KA A
=
return CLAZD bod | array R A [ 2 AR
y
code number (A1) bod | string IR AL,
y
roles (A2 bod | array s B
y
role id C(AZHD bod | string R
y

R~




"return":

{

"code number": "example code number",
"roles": [
"role id": "example role id"

}
]
}

code number Z# % 1, (1311, 1312)

210 BEEXEL (IFFACCOUNT-14)

HTTP J5¥2: PUT

URL /api/rest/vl/security/role/{role id}

77 IF] 4A->0MC

Hi& TE N SR B S A e B & K5 51 3R
Request:

R HrE | KM Eiiip

roles (A7)

body | array AEfE S

role id (AZ0)

body | string A ARR (ME—)

accounts CAZH)

body | array NLSERTRIIES

accid (A7)

body | string M-S 1D

operation type
G

body | string PNISEE =N (EA S BN S
1 ARZR MM B K S)

{

"roles”:

[

"role id”: "example role id’,
“accounts”: [

{




"accid”: “example accid”,

“operation type”: 70”7

]
}
]
}
Response:
R (A= St P
return CAZD) body array IR [ [ 45 B Ak
code number A7) body string i [E] G
roles CAZ50) body array ftofE B
role id (A% body string A 44 FR
Nl
{
"return": [
{
"code number": "example code number",
"roles": [
{
"role id": "example role id"
}
]

3 JABERFEMNRINAREM (oM OMC) EAOE
X

HTTP J5 ¥ POST




URL /api/rest/vl1/security/authentication/token

F7 1l AA->0MC

g R TR OB VOB Y, 7 B2 7 5 3L
token,
Request:
P4 (A KA i3
userName (A body string ExAFA.
)
value (A%0) body string BExE,
i

POST /v1/security/authentication/token

HTTP1.1

Host: XX. XX. XX. XX: XXX
Content—Type: application/json
{

"userName": "test",

"value": "XXXXXX"

}

Response:
W44 (VA= eyt I A 3 ) % it B
X-Sub ject-Token body | string ZxIhiE, 1R[E X-Subject—
(A7) Token, HiFAHEM API EOK, FE
FEIEKRIEE L X-Subject-Token FE&
HE,

Nl

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Content—-Length: -
{
"X-Subject-Token": "52661fbd-6b84-4fc2-aale-17879a5c6cIb"
}

AR A




FLA

(A it

T fEL v Rl % 35 A

{
}

HTTP/1.1 401 Unauthorized
Content — Type: application/json;charset=UTF-8
Content-Length: +--

EREI

5% X-Subject-Token 5, BIEKHEM rest #Z AR, 7E requet AY header

140 X-Subject-Token,

4 0SS (=7 OMC%) M7

BEEEARER

0SS NFs
(85=750MCZ) SBCAONG (AMF/SMF/UDM/UPF)
° > BRINE R H
\ )iAiEﬁHFéEHDWBE?EIE
P IR[E]#E A token
_______ FWCMPMERS .|
BREENER
________________________________ )
OMCHMEEENEK IREIEIEER
( ________________________________
__________ BESH

5 OMC IRt ERZERAEZED

B2 7 €02-5GC OMC http restful external interfaces v0.7)




